L4

>OPOBCKOT'O paiioHa

[Ipokyparypa
PA3BACHSET

D110010‘116§l|.01010_010001111000101011010104

C-Orro—GrO-rrrrBO-

rrororcorooorer-

POOCOCOO OO < o

<

OO O 0O - SEas e e Pt

e Riere s o~ %

so-ceere: =
. . feemes .
& SSESEIC -
Zole! -
o

=t =8 o = — =R TRIIALAT.ET
o Ccoorerorare B e s coo-ororror0000-!
LT P PR, RPN R o
e OrSr O OO B OB O rrOrB600 v
NI Srrorocosrrros
'otmho.uﬁc g roerorororo
L bt
Sroroeme erororororocrors
—ororo: i
&, Or-oOoToO
oo~ 3
~oro 00
e % Bt
= OOvOv
o—o-t &y = oroo eororo:
15

AV S ersor-
Lan <D o T o4

~cccoros

-o orow

corororo NS ~oro

N

T
OO DD O % v F T O O ST
B
SRS FerBiestFraorotooorr o
e aderororor
R

cororoororoo~

orovrorcovrovrorore

- oo|101n1oo100011/

S E NI OE ORI TET Y
oot o-Srow
Corovror LA
CO00OTrTrOrOTrOTrTrroOT-Ove

o

orrrrocororo

O Or00O - 00O rOrOrrOrO000r OO oo™

" OCOrrrOOrCOrOrOrOOr OO r00000=o!

DO T PO e OProccermroo oo

00O r OO r00rororoorrrooro0000 o

Sorrrooroorororaom:

©00orrroorcorororoory

Qe DO G T

COOTOrO™O ™00 o £
- v.uwl R T —OoOw=w-
D OO B B Do D
; o G5, oo -o oS - ¥
& v ‘|U‘U°1ﬂifv0101un‘ﬂiﬂi
So ool B-o-o-
OO
\
owc > ¢
e o
=T
g x
’ 5
BEL o
- EENERS
B ey
~FO T Qo v
-

s o

- -
I~ <

——

oo -0 -ovoea
g

DT rroeOSDEn

s ens-sena-o

P FrOTrCOTrO00OTr T rrOO0OTOT

bar-or-ororcorororore

OO rv¢C

OO OO "0050 « o)

- aresE oo o

s S e . e TR S0 Sy S
OrOrOO-OOv-Or OraaRAaroaRaRARARARaroO TR oo roro-

e e . W - o -

OO T OO COTrTOrOrQNESRANANARIRRANAneT.e.T,

oror-o-oeeer=rgoroo-:
OO0 ™
orCroommrOOro0c0oT-o

T = EFEEEES
rSgo-correeorecoser-o-
B

SO0 TO

e

roOT-doro -

Sorrrrrorororooro

O r"rOrOC

[1PO
KHUbBEP

PO T T OO owe TORN INRT ST ORI roro crrocoroo-
DR o L D et T e e e et TRt T e T corooooorror
DTEFOTrOrOTrOrTrOOTrOTrOTrOOTrO mrrOT-OoO«woO



[MTOHATUE N OCOBEHHOCTW
KUBEPTIPECTYTTHOCTW

KnbepnpectyrnieHne- ato npecTynHas OeaTernbHOCTb, LEnbio KOTOPOW ABNSETCS
HernpaBoOMepHOe NCMNOoSb30BaHME KOMMbOTEPA, KOMMNLIOTEPHOW CETU UITN CETEBOIO
yCTpOWUCTBA.

OcobeHHOCTU KNbepnpecTynHOCTH:
- Ypes3BblyanHasa CKPbITHOCTb AeAHUN (MPUMEHEHNE MEXaHN3MOB . e
aHOHMMHOCTU N LWNJPOBaAHUSA);

- TPaAHCIPaHN4YHOCTb (I'IpeCTyI'IHI/IK N XepTBa MOTyT HaxXoAUTbCAH
Ha 3Ha4YNTENIbHOM PacCTOSAHUM APYr OT Apyra);
-HECTaHOAPTHOCTb CrOCOOOB COBEPLLEHUS;
-aBTOMaTI/I3I/IpOBaHHbII7I PEXNM.



[PYTITIbI KUBEPTIPECTYIUIEHUUA
(mo konBeH1K CoBeTa EBPOIIHBI)

BKJTHOYAET BCE KOMIMbIOTEPHbIE MPECTYNSIEHUS, HarnpaBlieHHbIE NPOTUB
KOMMNbIOTEPHbLIX OJAaHHbIX 1 CUCTEM (Hanpumep, He3akKoHHbIW AOCTYM, BMELAaTENbLCTBO B AaHHbIE
UITN CUCTEMBI B LIESTOM).

NPOTUBOMNpPAaBHbIE AESAHUS, CBA3AHHbIE C NCMOSIb30BAHNEM TEXHONOMMN
(noanor, nserieyeHne, brIoKMpPoBKa UNN U3MEHEHME AaHHbIX, NOSTyYeHNE SKOHOMMUYECKOW BbIrobl
NHBLIMK criocobamu).

NpPOTUBOINpaBHblE AeAHUA, CBA3aHHbIE C COoAepXaHUeM JaHHbIX NS
KOHTEHTOM.

HapyLLUeHNne aBTOPCKNX U CMEXHbIX NPaB.
KnbepTeppopu3mM 1 NCnonb3oBaHMe BUPTYyanbHOIrO NPOCTpaHCcTBa ANns

COBEpLLUEHNS aKTOB Hacunus, a Takke apyrme AesiHus, nocsrarowme Ha obLEeCTBEHHYIO
Oe30onacHoOCTb.



OTBETCTBEHHOCTb 3A COBEPLUEHNE
KUBEPTIPECTYTIJIEHUA

OTBETCTBEHHOCTEL 3a KNOEpnpecTynsfieHns B
npegycmaTpuBaetcda rmasoun 28 YK P® n kacaetca
TOMbKO KOMMBLKOTEPHBIX MPECTYMNNEHNN.

B 3aBNCMMOCTN OT TAXXECTU NPECTYNSIEHNUS U
pasmepa NpUYnHEHHoOro Bpeaa crarbn 272,273
n 274 YK PO npeanonaratoT HakasaHWe B BUae
wtpada ot 100 Thic. pybren, ncnpaBmuTenNbHbLIX
N NpuUHyguTenbHbIX paboTt oT 6 Mmecaues 4o 5 £
NeT, OrpaHUYeHUst UNn NULWeHNs cBoboabl Ao 7 Nk




CITOCOBbBI 3AIIUTHI OT
KUBEPIIPECTYIUIEHUU

1. PerynsapHo o6bHOBNANTE NporpaMmMHoe obecneyeHne U onepaumoHHY0 CUCTEMY
[TocTossHHOE ODOHOBIEHME MPOrpamMMHOro obecrnevyeHnss 1 onepaumuoHHON CUCTEMbI rapaHTUPYET, YTO ASS
3dllUNTbl Ballero KOoMrbroTepa UCMOJIb3YHOTCAH HOBeunLne ncripaBJjieHunA ©esonacHocTw.

2. YcTaHOBUTE aHTUBUPYCHOE NporpaMmMHoe obecrneyeHne u perynsipHo ero

obHoBNANTE

Acnonb3oBaHWe aHTUBMpPYCa UM KOMIMNEKCHOIO peweHns ana obecnevyeHmnsa MHTepHeT-6e30nacHOCTuU-
9TO NMpaBUIbHbIN CNOCOO 3alNTUTL Bally CUCTEMY OT aTak. AHTUBMpPYCcHoe O no3BonseT npoBepsiTh,
oOHapyXuBaTb 1 yaanaTb Yrpo3bl 40 TOro, Kak OHM co3aaayT npobnemy. Ecnn Bl ncnosnbsyete
aHTUBUPYCHOE nporpamMmmHoe obecrneyeHune, perynapHo obHoBNANTE ero, YTobbl 0b6ecneynTb Hanny4yLwnm
YPOBEHb 3aLLUTHI.

3. Ucnonb3yute cunbHble Naponu

cnonb3ynTte cunbHblE NAponun, KOTopble TPyAHO Nogobpartb, U HUrae ux He 3anucbiBantTe. MoXHO
BOCMOS1b30BaTbLCA YCIYyron HadeXHOro MeEHemKepa naponen, KOTopbin obrnerynt Bam 3agady, npeanoxus
CreHepupoBaHHbIM UM CUNbHbBIW NAPOIb.



CMNOCOBbI SALLNTLI OT KUBEPMPECTYMNEHNA

4. He HaXKMManTe Ha CCbINKN B 3MIEKTPOHHLIX CMNaM-COOOLLEHUAX N He canTax, KOTOPbIM
He AoBepseTe

Ewe ogmH cnocob, ncnonb3yemMbln KUOepnpecTynHUKamMmu Ang 3apaxeHnsa KOMMbloTepoB
nonb3oBaTtereun, - 3To BPeAOHOCHbIE CChISTIKU B CMNaMOBbIX 3MIEKTPOHHbLIX NUCbMaXxX Unu gpyrux
coobuleHns1, a Takke Ha He3HaKoOMbIX BeED-canTax. He npoxoanTe no 3TUM CCblfikaM, YTOObI He
cTaTb XepTBOU NMHTEPHET-MOLLEHHMKOB.

5. He npepgocTtaBnanTe nn4yHyro nHgpopmMmauuio, He yoeauBLLUCH B 6e30nNacHOCTU KaHana
nepepayu

Hukoroa He nepenaBanTe NUYHbIE AAHHLIE MO TENEJOHY UMK NO 3NIEKTPOHHOW Mo4yTe, eCnn Bbl
He yBEpPEHbI, YTO TeENIEdPOHHOE COEANHEHUE UMW IMEKTPOHHAsA NoYTa 3aluuLLEHbl. YoeauTecs,
4YTO Bbl AENCTBUTENBLHO rOBOPUTE UMEHHO C TEM YENOBEKOM, KOTOPbIM BaM HYXXEH.

6. CBsXXnTEeCb HaAaNPAMYIO C KOMMaHUEWU, ecnn Bbl NOSTYYUNU NOAO3PUTESNIbHLIN 3anpoc
Ecnun 3BoHALWMK NPOCUT Bac NpeaocTaBUTb Kakue-nnmbo AaHHbIE, NONOXUTE TPYOKY.
[lepe3BoHUTE B KOMMAHUIO HANPAMYIO MO HOMEpPY TeredoHa Ha ee odpmunanbLHOM cante, u
ybegmnTech, YTO BaM 3BOHUIN HE MOLLUEHHUKN.,



CMOCOBbI 3ALWLUTbI OT KUBEPMPECTYNNEHUN

Obpawante BHMmMaHue Ha URL-agpeca cantoB, Ha KOTOpPbIE Bbl XOTUTE 3anTu. He
nepexoauTe no ccoinkam, cogepXxalium HesHakomMmble Unu Ha Bug cnamoBble URL-
agpeca.

Ecnun Baw npoaykT ans obecnevyeHnss 6esonacHocTn B IHTEpHETE BKIOYaeT
dYyHKUMIO 3aLLUUTLI OHNAWH-TPaH3aKkuun, yoeanutTecs, YTO OHa akTUBMPOBAaHa.

[fpocmaTpmBanTe BHUMATENbHO CBOU BAHKOBCKME BbLIMMUCKU U 3anpalumBanTe B
baHke nHdopmauumio no fitodbiM HE3HAKOMbIM TPaH3aKuMsaM. baHKk MOXeT
NPOBEPUTL, SABMAKOTCA NI OHN MOLLUEHHUYECKUMMN.



